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Abstract
Emotions in international relations, as in human relations, are invisible but leave traces in the policy articulation. Such traces 
can reveal how emotional interpretations of the environment in which national states operate shape and frame certain policy 
and strategic choices. Drawing on the concept of the “institutionalisation of empathy and fear” developed by Crawford (Int 
Theory 6(3):535–557, 2014), I first operationalise and then apply this concept to the Australian foreign policy. This frame-
work is applied to the analysis of the foreign policy documents and strategies published by the Australian government in 
the last decade. In particular, I focus on Australia’s foreign policy articulation and interpretation of the internet and digital 
technologies. New, pressing problems are emerging in the digital environment due to a range of cybersecurity threats, includ-
ing an increase in the frequency of automated accounts and the dissemination of fake news and digital propaganda. From 
perceiving the internet as a communication platform that allows for listening to and dialogue with foreign publics, Austral-
ian foreign policy is increasingly framing the internet as strategic infrastructure that requires defending and guarding. The 
attention is, thus, moving towards short-term ‘defensive’ goals—as a result of a higher perceived fear of the latest evolution 
in the geopolitical context. The shift in Australian foreign policy indicates a form of institutionalisation of fear in response 
to the challenges emerging from the digital environment. I conclude by arguing that a more belligerent international envi-
ronment highlights the tension between national interest—which evolves and changes due to political shifts and contextual 
elements—and the understanding of public diplomacy engagement as mutual understanding and mutual influence.
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Introduction

A nation state’s perception of the threats and possibilities 
in the international environment is visible in the way that 
it frames priorities across policy documents. In the post-
Cold War international environment, concepts such as “soft 
power” have demonstrated the importance of attraction 
rather than military force—the so-called hard power (Nye 
2004). The emphasis on soft power has been fuelled by the 
emergence of social media in international communication. 
Scholars working on the study of public diplomacy have 

highlighted the importance of building long-term confi-
dence and a focus on attraction, rather than coercion, as the 
currency of contemporary international relations (Zaharna 
2010; Fisher 2013; Hocking 2008; Melissen 2005).

New, pressing problems, such as the increase in the fre-
quency of automated voices and the dissemination of fake 
news and propaganda in digital communication, have chal-
lenged the emphasis on “soft” or communication-focused 
approaches to international relations. Emerging uses of 
social media platforms as communication weapons rather 
than bridges are posing serious questions for future pub-
lic diplomacy practices. Internet governance and cyberse-
curity, rather than communication outcomes, are increas-
ingly becoming predominant foreign policy concerns for 
nation states. We are witnessing a shift from the emphasis 
on the need for more public diplomacy to an endorsement 
by many nation states of more “defensive” or “militarised” 
approaches to digital technologies in international relations.
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In this paper, I argue that such a shift can be analysed by 
applying and operationalising the concept of the “institu-
tionalisation of fear and empathy” developed by Crawford 
(2014). She argues that “where empathy is low and socie-
ties may be locked in cycles of antipathy and aggression, 
fear and opportunities to increase it are institutionalized 
in military budgets, arms race dynamics, and cross-border 
skirmishes” (547). Fear (or its opposite emotion, empathy)

may be institutionalized in physical structures (e.g. 
fences, fallout shelters) the adoption of technologies 
(e.g. X-rays of baggage at airports), and development 
of rules of procedure and military doctrines (e.g. 
preemption and preventive war) that are intended to 
reduce the subjective sense of threat and fear but which 
may simultaneously and inadvertently heighten condi-
tions that produce more fear (549).

In order to operationalize and apply Crawford’s work relat-
ing to the institutionalisation of emotions in the field of 
international relations, I focus on the case of the Australian 
foreign policy articulation in relation to digital technolo-
gies. I study the institutionalisation of fear in public diplo-
macy policy articulation and the role played by emotions in 
international relations by assessing programmes and institu-
tions of Australian public diplomacy, with a particular focus 
on Australian government’s strategic understanding of the 
internet in foreign policy. I critically examine recent Aus-
tralian foreign policy strategies and argue that the Austral-
ian government, in contrast to what is suggested in much 
of the academic literature on public diplomacy, has moved 
towards a more ‘militarised’ understanding of the internet 
(e.g. focusing on issues such as cybersecurity rather than 
on the opportunities to engage with foreign publics online).

In the sections below, I examine both the practices and 
the academic literature on public diplomacy and the initial 
interpretation of digital platforms as communication tools. 
I begin by exploring some of challenges that have emerged 
in the last few years in relation to the internet: the discus-
sion around digital propaganda and “fake news”, cybersecu-
rity concerns due to recent cyberattacks and the consequent 
reinterpretation of cyberspace as a competitive environ-
ment that requires more defensive approaches. This is in 
contrast to how much of the literature on public diplomacy 
frames the internet and digital technologies as a source of 
new opportunities for diplomats—compared with traditional 
mass media communication—for dialogue with international 
publics. I then propose a typology of the different terms 
that have been recently coined or repurposed in academic 
literature to describe the recent, more “militarised” use of 
digital technologies in international relations. This discus-
sion is followed by a description of how I methodologically 
operationalise the institutionalisation of fear and empathy. 
I then apply this methodology in the analysis of the shift 

in the Australian foreign policy articulation in relation to 
digital technologies. I argue that the shift in Australian for-
eign policy indicates a form of institutionalisation of fear 
in response to the challenges emerging in response to the 
digital environment.

The significance of this study stems both from the 
approach and from the findings of the analysis of the case 
study. Emotions in international relations are a central but 
understudied driver of foreign policy despite some notable 
exceptions. These include Graham (2014) who has focused 
on the role of emotions in influence and persuasion and Dun-
combe (2019) who has studied the emotional dynamics of 
social media in diplomacy. Nevertheless, it remains unclear 
whether and how emotions in international relations play 
an important role in strategy and policy implementation. In 
this paper, I argue that, as in human relations, emotions in 
international relations are invisible but leave traces in policy 
articulation. Such traces can reveal important signals about 
governments’ perception of the environment in which they 
operate and, in particular, the emotional policy response 
to dominant perceived threats in the workings of relations 
between countries.

Internet and diplomacy

Developments in the public uses of digital communication 
technologies like the internet, mobile phones, and social 
media have introduced both optimism and scepticism about 
new forms of democracy, participation and transparency. 
Such technologies have greatly impacted upon international 
affairs for at least three important reasons: first, they are 
popular, second, they are widely accessible, and third, they 
allow for vertical and many-to-many communication.

Diplomacy has always dealt with changes and technologi-
cal transformations as part of the endless evolution in inter-
national relations. Aeroplanes, radio and the telegraph, as 
well as social media today, have all brought about temporal 
acceleration and changes in diplomatic practices. Kurbalija 
(2013), for example, has described parallels between the 
introduction of the telegraph and the internet in diplomacy. 
In both cases, debates have emerged regarding the strate-
gic importance of communication infrastructures and their 
supposed neutrality. The initial inexperience at using either 
the telegraph or the internet produced “techno-suspicion” 
and anxieties, “confusion and misunderstandings” among 
diplomats.

Digital technologies and diplomatic practices

Diplomatic practices, along with several other governmen-
tal activities, have been altered by the internet in two key 
ways. First, the internet has changed what diplomats do to 
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engage with publics. Second is the ways in which it has 
changed the identity of actors who either influence or who 
are engaged with diplomacy. Just as the telegraph’s introduc-
tion in the late nineteenth century was a not-entirely-wel-
comed transformation in the communication infrastructure 
among diplomats (Fong 2010), twenty-first century social 
media platforms have similarly created anxiety in diplomatic 
circles. For example, when these platforms were introduced 
in the US State Department, several questions and problems 
emerged: “Can diplomats blog? Twitter? Should comments 
be allowed? Should they be filtered? Who can engage? 
Where? For what purpose?” (Graffy cited in Richter 2016, 
p. 105).

With the introduction of the internet in public diplo-
macy—and social media in particular—scholars have begun 
to consider digital technology as a factor that has empowered 
new actors on the international stage, resulting in calls for a 
dialogic model of communication. In his call for a “real-time 
diplomacy” after the “Arab Spring” or the “Arab Awaken-
ing”, Philip Seib (2012, p. 1) argued that “individual citizens 
(have) become intellectually and politically empowered” and 
that “they use social media tools to form communities of 
interest that enhance political activism”.1

In 2010, the US State Department under Secretary of 
State Hillary Clinton decided to bring “diplomacy into the 
digital age” (Lichtenstein 2010, para. 5) with a policy state-
ment titled “21st Century Statecraft” (US Department of 
State n.d.). According to Jared Cohen and Alec Ross, who 
at that time were working for the State Department, this 
plan “represent[ed] a shift in form and in strategy—a way 
to amplify traditional diplomatic efforts, develop tech-based 
policy solutions and encourage cyberactivism” (Lichtenstein 
2010, para. 5). American influence had thus to be exercised 
“on a more multilateral basis, and doing so under the frame 
of global citizenship, instead of quoting ‘America’s Values’” 
(Forenstein 2011). According to Clinton (2010), the techno-
logical tools should be made as widely available as possible, 
since “the internet is a network that magnifies the power 
and potential of all others. And that is why we believe it 
is critical that its users are assured certain basic freedoms. 
Freedom of expression is first among them” (para. 14).

However, concerns started to emerge in the public and 
academic debate in relation to the assumption that digital 
technologies inherently produce positive changes in interna-
tional relations. For example, Clinton’s plan was criticised 
for promoting the continued close association between the 
State Department and Silicon Valley, such “that repressive 
regimes now see Google, Facebook and Twitter as tentacles 
of American foreign policy’s reach, putting all users of those 
internet tools under suspicion” (Morozov, cited in Barton 

2012, para. 9). In addition, the policy became linked to 
emerging widespread concerns about surveillance and digi-
tal forms of control over freedom of expression, highlighted 
in the seminal book The Net Delusion by Evgeny Morozov 
(2011). A Belarusian writer and researcher, Morozov is one 
of the most well-known and prolific critics of cyber-utopian-
ism, and in particular has criticised claims that citizens’ will 
be empowered by the kinds of digital technologies featured 
in American “21st Century Statecraft” policy. In The Net 
Delusion Morozov (2011) highlights the contradictions in 
the idea of internet freedom espoused by the Clinton policy. 
While the internet was fuelling the democratising aspira-
tions of Western governments and mainstream news media 
during the Iranian protests around the presidential elections 
of 2009, the Iranian government was effectively using the 
internet as a surveillance tool to monitor and suppress any 
opposition. This political repression was conducted using 
the same so-called “liberation technologies” as the oppo-
sition were, with the Iranian government identifying and 
tracking down activists by inspecting photos and videos of 
the protests that were posted by protestors to social media.

In 2013, following on from debates that surrounded Clin-
ton’s policy announcement regarding the paradox of freedom 
on the internet, The Guardian published a series of classified 
documents leaked by a system analyst employed by the US 
National Security Agency, Edward Snowden. The leak pro-
vided evidence that the US National Security Agency was 
indiscriminately intercepting internet and phone conversa-
tions of citizens around the world, a fact that ran counter 
to the US’s officially declared support for internet freedom 
and that undermined the validity of its policies to advance 
internet freedom globally (Greenwald 2013). Following sub-
sequent revelations that internet ‘dragnet’ surveillance was 
also being carried out by the Five Eyes,2 this leak increased 
global concerns about mass surveillance on social media, 
especially that which was conducted by the American gov-
ernment (Landau 2014).

These concerns have fostered the debate about the public 
sphere and the democratic role of the internet and social 
media. The promotion of social media as a tool for free-
dom and liberation by the US State Department has been 
directly countered and contradicted by evidence of the use 
of social media as a repressive surveillance tool by states 
including the US. The governmental use of the internet for 
surveillance has challenged the idea of social media as an 
intrinsically empowering dialogic tool (Barash et al. 2018).

Meanwhile, new questions about the quality, accuracy 
and accessibility of news on social media have emerged. 
Pariser (2011) warned how algorithms and internet engines 

1 See also Seib (2016, pp. 26–30) on “The Empowered Public”.
2 An intelligence alliance constituted by the United States, United 
Kingdom, Australia, Canada, New Zealand.
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create a “unique universe of information”—he called this a 
“filter bubble”—by selectively guessing what information a 
user would like to see based on data collected from that user 
(e.g. location, past clicks, search history). The US presiden-
tial elections in 2016 and the election of the President of 
the United States, Donald Trump, generated further public 
and academic debate about misinformation on social media. 
Filter bubbles, along with the spreading of ‘fake news’ (a 
journalistic term used to describe the proliferation of misin-
formation on social media) assisted, according to some (e.g. 
Solon 2016), in Trump’s election.

Nowadays, large numbers of online messages can be sent 
immediately with limited resources, in contrast to the expen-
sive and centralised technologies of mass media (Tufekci 
2018). Social bots—created to produce automatically gen-
erated messages on social media—“are considered to be 
capable of massively distributing propaganda in social and 
online media, and their application is even suspected to be 
partly responsible for recent election results” (Grimme et al. 
2017, p. 279).

More recent events have also revealed that a private com-
pany, Cambridge Analytica, was able to breach Facebook 
policies and illegitimately acquire personally identifiable 
information, then used for political and electoral purposes 
(Solon 2016). This has raised questions about the use of big 
data for malicious purposes. Such concerns have emerged 
from practices that have shaped and informed the academic 
debate around the role of digital technology in international 
relations.

Scholarly debate about digital technologies 
in international relations

At this point, it is worth briefly exploring some of the main 
evolutions in the analysis provided by scholars in the last 
two decades in relation to the introduction of the internet 
in international relations. The list below is not intended to 
be exhaustive but rather provides a brief summary of some 
of key terminologies used in the academic literature sur-
rounding digital technologies and international relations. Six 
main terms have emerged to describe the evolution in the use 
and interpretation of digital technologies in diplomacy: the 
new public diplomacy, digital diplomacy, cyber diplomacy, 
the dark side of diplomacy, new forms of propaganda and 
information warfare.

1. The new public diplomacy. Across the academic litera-
ture, it is generally recognised that digital tools—and 
social media in particular—are now part of everyday 
diplomatic activities. The earlier academic focus on 
what diplomacy should or ought to be with the introduc-
tion of digital technologies and the creation of new net-
worked publics (Grant 2004; Westcott 2008; Heine and 

Turcotte 2012; Graffy 2009; Seib 2012) has since moved 
to emphasise digital media as an integral component of 
the toolset that diplomats can deploy (Trent 2016; Hock-
ing and Melissen 2015; Sotiriu 2015; Riordan 2016b). 
Most recently, the literature is moving toward the inves-
tigation of what public diplomacy can achieve through 
digital media.

  The number of heads of state, ministers, ambassa-
dors and embassies using social media accounts is ever 
increasing, creating new and still unpredictable transfor-
mations in diplomacy. The necessity to create a “perma-
nent cadre of digital professionals who can drive digital 
diplomacy” is now a priority for many leading govern-
ments in the development of soft power strategies, such 
as the U.K. (Fletcher 2016, p. 10).

  To mark these changes in diplomacy practices, several 
new terms have been coined by scholars with varying 
degrees of success: “virtual diplomacy” (Smith 2010; 
Brown and Studemeister 2001), “cyber diplomacy” (Pot-
ter 2002), “media diplomacy” (Gilboa 1998), “democ-
ratisation of diplomacy” (Grant 2004), “digital diplo-
macy” (Dizard 2001; Sandre 2015; Bjola and Holmes 
2015) and “public diplomacy 2.0” (Glassman 2008; 
Cull 2011). Across all of these terms there is general 
agreement about the transformations that the new digital 
communication technologies have brought to diplomatic 
practices and especially to public diplomacy.

  A certain degree of popularity has been achieved by 
the term “new public diplomacy” coined by Jan Melis-
sen (2005). Melissen argues that the way public diplo-
macy was conducted during the War on Terror caused 
“the perceived need for updated public diplomacy prac-
tices” (Melissen 2011, p. 9). The new public diplomacy 
was “generally based on a more liberal view of inter-
national relations and a reaction to the United States’ 
approach, which was dominated by security concerns 
and corporate practices” (9). In particular, Melissen 
criticises the fact that public diplomacy was mainly 
conceived by governments as a one-way communica-
tion approach to foreign publics, that could not work in 
the new networked international environment that saw a 
growth of non-state actors, civil society movements and 
the rise of “new media”, although still in their germinal 
stage in 2005 (Melissen 2005).

2. Digital diplomacy. While the term “new public diplo-
macy” reflects broader transformations in diplomacy, 
“digital diplomacy” is emerging in the literature as the 
term that embraces technological changes in diplomacy. 
In particular, digital diplomacy focuses on the use of 
social media in diplomacy. Manor (2016, pp. 28–34) 
identifies digital diplomacy studies published in the last 
decade that are predominantly aimed at evaluating the 
social media accounts of foreign affairs ministers. Those 



Fear and empathy in international relations: Diplomacy, cyber engagement and Australian foreign…

that study digital diplomacy, according to Manor, have 
also recognised the need for new strategies to react to 
terrorists’ use of social media (Al-Qaida in particular), 
to address new forms of citizen participation online and 
the new communication environment shaped by digital 
technologies (6–7).

  The evaluation of collaboration, dialogue, two-way 
forms of communication and engagement has been a 
central focus in many of these studies (Hocking and 
Melissen 2015; Bjola 2015). The introduction of social 
media in public diplomacy has, indeed, fuelled a focus 
on the interactive dimension of communications, espe-
cially in academia (Zaharna 2010; Fisher 2013; Hocking 
2008, Melissen 2005). As foundational tools of digital 
diplomacy, digital platforms seem to have provided the 
opportunity (and sometimes created the necessity) for 
diplomats to put into practice what was only theorised 
by the “new public diplomacy” as result of “the shifting 
power balances in the international system induced by 
digital technology” (Bjola 2016, p. 298).

3. Cyber diplomacy. Along with the emerging challenges 
brought about by the controversial use of digital technol-
ogies explored in the previous section, Riordan (2016a) 
has, more recently, stressed the renewed importance of 
pursuing “diplomatic strategies” in response to the chal-
lenges signalled by the internet. In his recent book, he 
highlights “the importance of the diplomatic approach 
to reduce tensions and negotiate norms of behaviour” 
(Riordan 2019, p. 15). This is a call for more diplomacy 
in cyberspace. By acting more diplomatically, state and 
non-state actors can better deal with and negotiate the 
current challenges emerging from digital technologies.

4. The dark side of diplomacy. As Riordan has called for 
more diplomacy in cyberspace, other scholars have 
offered their expertise in order to suggest communica-
tion strategies to counteract the use of “influence cam-
paigns” by foreign powers used “to exploit societal vul-
nerabilities to achieve their goals without military force” 
(Pamment et al. 2018, p. 7). This has been defined as the 
“dark side of digital diplomacy” (Bjola and Pamment 
2018), which is to say “the use of digital diplomacy 
techniques for nefarious purposes” (p. 2). In this case, 
the term “digital diplomacy” is used in a neutral way as 
a set of tools that can be used both for promoting a more 
“pluralistic and democratic global society” as well as for 
creating divisions and tensions. This might push govern-
ments to rethink information containment strategies in 
the digital age (Bjola and Pamment 2016).

5. Propaganda. The term “propaganda”, which was 
thought to be exclusively reliant on mass media tech-
nologies, is now regaining attention from scholars. For 
example, the Oxford Internet Institute launched The 
computational propaganda project in 2016 that aims to 

address the rise of new forms of propaganda on digi-
tal media (see also Bradshaw and Howard 2018). The 
recently published SAGE Handbook of Propaganda 
(Baines, O’Shaughnessy, and Snow 2019) also indicates 
a renewed interest in propaganda studies.

6. Information warfare. In addition to this terminology 
emerging from scholars who have been working on pub-
lic diplomacy, there is also an increased interest in social 
media and cyberspace by scholars working in military 
science, strategic and defence study. In these fields, there 
is a limited but emerging interest in forms of informa-
tion and social media warfare. “The Internet—Erb-
schloe (2017, p. 2) argues—has enabled these factions 
to intentionally inflict harm on each other without guns 
and often without face-to-face confrontation”. Clearly, 
social media was once primarily considered as tool for 
“soft power” and public diplomacy but is increasingly 
gaining attention from other governmental departments 
such as defence and home affairs. This is a consequence 
of a more militarised use and understanding of digi-
tal communication platforms and digital technologies 
in general—what I will highlight below as a sign and 
institutionalisation of fear.

Despite the fact that attention on the containment of prop-
aganda and malicious activities in cyberspace is growing in 
academic scholarship, the question of how governments are 
reacting to these new challenges remains largely understud-
ied. This paper aims to help fill this gap by exploring the 
Australian foreign policy articulation in relation to the inter-
net. The distinction between the internet as a communication 
tool and the internet as strategic infrastructure is pivotal to 
understanding the evolution of the Australian foreign policy 
articulation that I describe below.

Methodology

In this paper, I address the following research questions:

1. How can we operationalise the “institutionalisation of 
empathy and fear” in the analysis of foreign policy docu-
ments?

2. How have the Australian DFAT’s (Department of For-
eign Affairs and Trade) strategies in relation to the inter-
net evolved over time?

3. What are the possible implications of foreign policy 
moved by “fear” rather than “empathy”?

In order to analyse the evolution of Australia’s digital 
strategy, I examine four strategic documents produced by 
the Australian government that span the years of 2014 to 
2017: the Public Diplomacy Strategy 2014–2016 (2014), 
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the Digital Media Strategy 2016–2018 (2016), the Foreign 
Policy White Paper (2017) and Australia’s International 
Cyber Engagement Strategy (2017). These documents reflect 
how the Australian government interprets the role of digital 
technologies in foreign policy. Responses to these docu-
ments by journalists, commentators and academics consti-
tute the foundations and boundaries of current debates and 
are included in this analysis.

I use a qualitative and interpretative, problem-focused 
approach developed by Bacchi (2009). Founded in the idea 
that “policies […] constitute (or give a shape to) ‘problems’” 
this approach focuses on how policy statements “contain 
implicit representations of the problem” (Bacchi 2009, 1) 
and requires that the researcher challenges the assumptions 
that lie beneath this “problem representation” (xii). Translat-
ing this into the specific case study at hand, I qualitatively 
coded the above-mentioned texts that exemplify how the 
DFAT and the Australian government define problems relat-
ing to digital technologies. This includes how “the problem” 
of the internet is defined in policy documents; and how such 
definitions inform and shape the direction of Australian for-
eign policy.

The “institutionalisation of fear and empathy” is opera-
tionalised by assessing the interpretation of digital technolo-
gies in the selected policy documents. As Crawford (2014, p. 
547) argues, “[…] emotions and beliefs structure the organi-
zation of knowledge (e.g. intelligence gathering and threat 
assessment) and the development of standard operating pro-
cedures and routines for handling challenges”. In this sense, 
references to digital technologies as communication enablers 
are considered a sign of openness to online foreign publics 
and thus the manifestation of an empathy-seeking act. When 
governments recognise digital technologies as enablers, they 
actively create communication spaces in which dialogic 
engagement with publics take place and they demonstrate a 
willingness to listen to publics (Di Martino 2020b). In this 
case, the internet is considered a communication platform 
that supports the creation of conditions for an international 
environment in which exchange of ideas and negotiation, 
even with antagonistic publics, is made possible and consid-
ered as a positive policy outcome. This is also much in line 
with what the literature on public diplomacy has focused on 
relating to the possibilities for dialogic forms of communica-
tion brought about by social media as previously discussed.

By contrast, manifestations of fear are represented by 
an interpretation of the internet as strategic infrastructure 
accompanied by a more militarised understanding of digi-
tal technologies. Here the focus is on the threats coming 
from malicious state and non-state actors operating on digi-
tal infrastructures rather than on the possibilities and the 
affordances of the internet and social media platforms to 
engage dialogically. The growing emphasis on these threats 
in policy documents is considered a sign of increasing fear 

perceived by state actors which is then translated into policy 
documents.

In the following sections, I first discuss the initial under-
standing of digital platforms as a communication tool, as 
highlighted by the Public diplomacy strategy (2014) and 
the Digital Media Strategy (2016). I then move my analy-
sis to most recent policy documents—namely the Foreign 
Policy White Paper and the Australia’s International Cyber 
Engagement Strategy.

Australian public diplomacy: digital 
platforms as communication tools

The focus on digital engagement by the Australian govern-
ment is a relatively recent move. In the past decade, the 
Australian government has worked in different directions 
to build a coherent public diplomacy strategy. In particu-
lar, between 2014 and 2016, the DFAT shifted from a focus 
on advocacy programmes, to cultural and educational 
exchanges, to a focus on digital engagement. The academic 
attention on Australian public diplomacy has also grown, 
and the area can no longer be considered “terra nullius”,3 as 
Chitty (2008, p. 314) argued in his discussion of the Senate 
Committee’s report, Australia’s Public Diplomacy: Building 
Our Image (2007).

In 2014, DFAT published its first public diplomacy strat-
egy for the triennium 2014–2016 (DFAT 2014). While the 
strategy has been amended several times since publication, 
with minor readjustments regarding Australia’s international 
role and priorities,4 its core points remained unchanged in 
the most recent version of May 2016, the version which will 
be highlighted here.

The strategy focused on “economic diplomacy” and “Aus-
tralia’s high levels of ethnic diversity and social harmony 
and our commitment to democracy, rule of law, human 
rights and freedom of speech, cultural diversity, gender 
equality, respect for people with disabilities and respect for 
Indigenous cultures” (3). It also reaffirmed the importance 
of engagement with the Indo-Pacific region, continuing the 
Australian commitment to the region.5 But little attention 
was paid to digital media.

Cave (2015a, b) encouraged the Australian government 
to “catch up” with the rest of the world. Despite the growing 
number of social media accounts, she noted that “Australia’s 

3 This a Latin expression that means “nobody’s land”.
4 For example, the part addressing Australia’s commitments as host 
country for the G20 2014 has been amended.
5 The strategy aims to achieve these goals through cultural diplo-
macy, media engagement, sports diplomacy, science diplomacy, the 
New Colombo Plan, aid programmes, diaspora communities and 
investment in public diplomacy content.
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digital diplomacy is stuck in broadcast mode, rarely pro-
gressing beyond posting official releases” on the DFAT’s 
social media accounts.

This changed, at least at a strategic level, with the launch 
of the DFAT’s Digital Media Strategy published in Decem-
ber of 2016 (DFAT 2016). With its new digital strategy, the 
Australian government included digital media as part of its 
overall diplomatic strategy. The main goal of the three-year 
digital media strategy was to build “a culture where staff 
routinely incorporate digital tools and media into all aspects 
of their work” (DFAT 2016, p. 7). DFAT provided its own 
understanding of the term “digital diplomacy which they 
defined as “the use of social media for diplomatic purposes 
[…] to engage in information sharing, public diplomacy, 
international negotiations and crisis management” (3). The 
strategy explicitly mentioned the significance of listening 
to domestic publics for gaining “domestic perspectives on 
what we’re doing” (6). In this way, DFAT recognised that 
social media platforms were not only a tool for promoting 
Australian government policy but also for “creat[ing] and 
implement[ing] it” (3).

DFAT identified five principal components of its digi-
tal strategy: equip, listen, explain, engage and influence. 
According to DFAT, equipping diplomats meant provid-
ing both resources (for example, a centralised social media 
content library) and skills (mentoring and specialist recruit-
ment) that could lead to confident use of social media by 
staff (11–13).

Another component of the strategy was listening, which—
according to DFAT—would “add to our understanding of 
the world in which we work” (14). The strategy indicated 
how listening might be implemented in the practice of social 
media analytics:

Parliamentary and Media Branch will manage a range 
of high-level web and social media reporting and ana-
lytics tools that will identify influential groups and 
conversations, track sentiment towards Australian 
policy, measure the department’s global social reach 
and enable centralised reporting on the progress of 
major campaigns (14–15).

Although this understanding of listening was limited by a 
focus on metrics such as content views and number of clicks, 
the strategy at least signalled an openness to hearing what 
online foreign publics had to say.

Another of the priorities highlighted in the strategy—and 
significant for this analysis—was to “generate engagement”. 
According to DFAT’s digital media strategy, engagement 
was a way to “strengthen and extend Australia’s relation-
ships through digital diplomacy, networking and by taking 
part in online discussions” (DFAT 2016, p. 19). The DFAT’s 
understanding of engagement as “taking part in online dis-
cussions” was a clear sign of digital technologies being 

recognised as communication enablers—using platforms to 
build relationships with a variety of actors online. This, as 
I describe in the section below, is in stark contrast to the 
Cyber Engagement strategy that followed just a year later.

From “digital” engagement to “international 
cyber engagement”

In 2017, the DFAT published another important policy docu-
ment entitled the Foreign Policy White Paper (Australian 
Government 2017a). Articulating a vision for Australian 
foreign policy, the DFAT consulted with experts and civil 
society by releasing a call for public submissions, some of 
which were incorporated in the final document.

In the White Paper, digital engagement was still framed 
as a means of supporting “a more open and consultative 
form of government, one in which governments both com-
municate their own messages and listen to diverse views”. 
However, an initial transition in the terminology is evident 
here. While the digital strategy was about mainly “public 
diplomacy”, the White Paper emphasised a renewed Austral-
ian focus on soft power and “Australia’s ability to persuade 
and influence others” (Australian Government 2017a, pp. 
107–115). This reflects an agent-centric framing of Austral-
ian international engagement compared to the Digital Media 
Strategy. The emphasis in the document is on strengthening 
the Australian international influence.

In a globalised and contested world, a systematic and 
sophisticated approach to soft power is in our national 
interest. To maintain our strengths in this area, and to 
ensure our capabilities and areas of focus keep pace 
with changes in technology, the Government will con-
duct a review to ensure we continue to build soft power 
and exercise influence effectively (Australian Govern-
ment 2017a, 107).

The focus, therefore, was no longer on nurturing relation-
ships but rather on exercising influence. The change in the 
terminology used by the DFAT is not accidental since—
in contrast with the previous strategies—the White Paper 
does not mention public diplomacy at all. The focus is rather 
on soft power with the practical commitment of creating a 
stronger national brand. As Byrne (2017) points out in her 
analysis of the White Paper, this is “a formula that doesn’t 
necessarily foster strong relationships, build trust or reflect 
credibility”.

This shift in terminology becomes particularly evident in 
the document titled Australia’s International Cyber Engage-
ment Strategy (Australian Government 2017b) published in 
the same year as the White Paper. The latest development 
of DFAT’s digital strategy marks the completion of the shift 
in the Australian approach to digital technologies. The new 
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strategy replaces the previous focus on digital communica-
tion platforms as a means for international dialogic engage-
ment with a new understanding of “cyberspace” mostly as 
infrastructure of highly strategic importance. This rein-
terpretation of the digital results in additional emphasis 
on issues such as digital trade, cybersecurity and internet 
governance.

The novelty is that this strategy seems to focus more on 
the challenges of “cyberspace” in a competitive international 
environment and the consequent need to “deter, mitigate and 
attribute malicious cyber activity by criminals, state actors 
and their proxies, including those that seek to interfere in 
the internal democratic processes of states” (5–6). This is 
certainly a reaction to those new forms of propaganda and 
cyberespionage mentioned above.

Developments in cyberspace have created a new arena 
in which states can exert influence. The increasingly 
complex nature of the international landscape means 
that more and more actors now pursue strategic goals 
in the digital domain; some challenging the interna-
tional rules-based order in the process. Australia is 
committed to a peaceful and stable cyberspace. We 
will cooperate with international partners to deter and 
respond to malicious cyber activity that endangers 
international peace, security and stability. Reaffirm-
ing the application of international law to cyberspace, 
adhering to norms of responsible behaviour in cyber-
space and implementing confidence-building measures 
will shape cyberspace as a landscape for international 
cooperation and mutual benefit (11).

This reinterpretation of cyberspace as an “arena” in which 
some national actors “challenge the international rules-based 
order” reveals a reinterpretation of the internet’s possibili-
ties. Digital technologies are no longer considered as com-
munication planforms where relationships can be built and 
publics can be listened to. As a middle power, Australia’s 
cultivation of international partnerships among states is rein-
terpreted as a means to protect Australia against enemies in 
cyberspace. This is emphasised even further in the DFAT’s 
website profile of the inaugural Australian Ambassador for 
Cyber Affairs, Tobias Feakin, whose mandate is “to advance 
and protect Australia’s national security, foreign policy, eco-
nomic and trade, and development interests in the internet 
and in cyberspace” (DFAT n.d.).

Finally, recent policy documents published by the Aus-
tralian Home Affairs Department also indicate that the 
Australian government is placing less importance on public 
diplomacy in the digital realm and seems to imply a rever-
sion to more defensive forms of international engagement 
and digital listening focused on surveillance or surreptitious 
listening. While the public diplomacy (2014–2016) and the 
digital media (2016–2018) strategies are still waiting for 

much-needed updates, the Australian government has pub-
lished two editions of Australia’s Cyber Security Strategy in 
2016 and in 2020. The latest edition, in particular, empha-
sises even further the need to put in place measures that aim 
to create “a more secure online world for Australians”. This 
is in light of the increasing reliance on digital infrastruc-
tures for “governments, businesses, and the community” 
due to the Covid-19 pandemic (Australian Department of 
Home Affairs 2020, p. 7). References to “cyber threats” from 
“well-equipped and persistent state-sponsored actors […] 
targeting critical infrastructure and stealing our intellectual 
property” are also mentioned in the Strategy’s foreword by 
the Australian Minister of Home Affairs, Peter Dutton.6

The institutionalisation of fear 
in the Australian foreign policy

The DFAT’s good intentions with the 2016 Digital Strategy 
seem to have been abandoned by new and pressing cyberse-
curity concerns. The DFAT’s Digital Strategy was an impor-
tant step towards enhancing Australian diplomats’ digital 
skills. It was a response consistent with what the literature 
on public diplomacy has highlighted as important: creat-
ing opportunities for two-way communication online, tak-
ing advantage of the interactive nature of the platforms, and 
social media listening. The strategy was published before 
the concerns described above emerged around the use of the 
internet and before the Australian government’s fear towards 
cyberattacks started to grow. In response to this fear, Aus-
tralian policy and strategy saw a shift in the interpretation of 
the internet, now seen as strategic infrastructure that requires 
defending as well as coalition-building with those countries 
that believe in democratic values. This has consequences 
both for the way resources are allocated and on the com-
munication posture adopted by the nation state.

What emerges from the analysis is the ongoing tension 
between soft and hard power, empathy and fear. This tension 
becomes particularly evident for middle powers such as Aus-
tralia, since it is central for them to create partnerships and 
nourish influence in the world stage (Byrne 2020) while also 
putting into place measure to protect themselves. Diplomatic 
and public diplomacy approaches are typically sought when 
empathy is the driving force, but they are also a pragmatic 
way to project influence for middle powers. However, they 
are outbalanced when fear of perceived threats leads to the 
militarisation of cyber practices. As Crawford (2014, p. 547) 
warns, “where empathy is low and societies may be locked 

6 Commentaries seem to agree that this refers China since the grow-
ing tensions between the two countries (e.g. Probyn and Dziedzic 
2020).
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in cycles of antipathy and aggression, fear and opportuni-
ties to increase it are institutionalized in military budgets, 
arms race dynamics, and cross-border skirmishes”. States’ 
responses to the increasing fear of threats emerging from 
the internet may be legitimate, but the analysis of Australian 
case indicates that such fear can result in neglecting long-
term relational goals. Engagement, once intended as a way 
to “strengthen and extend Australia’s relationships through 
digital diplomacy, networking and by taking part in online 
discussions” (DFAT 2016, p. 19) is now reframed as an 
agent-centric governmental engagement with cybersecurity 
issues. Listening, one of the foundational activities in public 
diplomacy which was intended as a communication act in its 
own right (refer to Di Martino 2020a, Cull 2019), risks being 
translated into more defensive and militarised approaches, 
such as spying or, to use the Australian government’s termi-
nology, “detecting” in order to “deter” threats.

Although many of the consequences of this policy shift 
will be seen in the actualisation of these strategies, the recent 
Australian (re)framing of the challenges brought about by 
the internet tends to preclude or limit the possibilities for 
listening, dialogic engagement and two-way forms of com-
munication articulated in the previous public diplomacy and 
digital media strategies.

Conclusion

Although social media platforms have become mainstream 
in diplomacy, controversial uses of those platforms have cre-
ated apprehension in governmental circles. At the beginning 
of this article, I explored the scholarly literature surround-
ing public diplomacy and social media. Six key terms have 
emerged with different degree of success: the new public 
diplomacy, digital diplomacy, cyber diplomacy, the dark 
side of diplomacy, new forms of propaganda and informa-
tion warfare. The chronological description of these terms 
indicates increasing concerns about how social media might 
be used for hostile operations by national and non-national 
actors. Such evolution in the terminology signals a growing 
shift from the possibilities to the risks related to the use of 
the internet in international relations.

This change is also reflected in foreign policy strategies. 
I expand on Crawford’s work by applying her concept of 
the institutionalisation of fear and empathy to the study of 
emotions in foreign policy. This analytical framework sup-
ports my subsequent analysis of the shift in focus in relation 
to Australian foreign policy. I argue that, although emotions 
in international relations cannot be “seen”, they are one of 
the important drivers of a country’s foreign policy. In par-
ticular, emotional perceptions of the environment in which 
nation states operate leave traces in foreign policy docu-
ments. These traces can be used to study how contrasting 

emotions of fear or empathy inform and shape a country’s 
foreign policy.

This approach contributes to the discussion around emo-
tions in international relations and policy making. It also 
provides an analytical tool that can be replicated in future 
studies that aim to study how emotions play a role in foreign 
policy evolution. This is particularly relevant in a world in 
which international tensions are increasing and more empha-
sis seems to be placed on the necessity to deter threats in 
cyberspace. Indeed, what emerges in this analysis is that 
when fear dominates policy discourse, resources and ter-
minology shift towards military approaches. This is at the 
expense of diplomacy in general and public diplomacy in 
particular as can be seen in the case of Australia’s evolving 
approach to digital technologies.

Moving the discussion to the academic study of public 
diplomacy, it emerges that the more belligerent interna-
tional environment that we are witnessing lately seems to 
highlight the difficulty of getting the balance right between 
soft and hard power. At the same time, the national inter-
est—which evolves and changes due to political shifts and 
contextual elements—is often at odds with the definition of 
public diplomacy engagement as mutual understanding and 
influence. Brown (2013) identified these tensions when he 
posed the foundational question as this: is public diplomacy 
an instrument of diplomacy and foreign policy or an oppor-
tunity for changing international relations and therefore the 
status quo?

In such a complex and networked communication envi-
ronment, working to change the status quo by creating 
opportunities for international dialogue represents an occa-
sion to enhance credibility and legitimacy for the nation 
state in the long term. In other words, public diplomacy can 
effectively serve foreign policy and strategic interests only 
if its transformative dimension is understood as a condition 
sine qua non for the advancement and legitimisation of a 
state’s foreign policy.7 Effective public diplomacy requires 
constant attention to relation building and long-term goals 
without being undermined because of contextual challenges 
or threats. This seems particularly relevant for middle pow-
ers such as Australia.
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